The Vehicular Adhoc Networks (VANETs) are used for many safety related applications like accident avoidance, controlling traffic and emergency warning. All these applications require vehicles to broadcast their position, velocity, direction and identity during fixed intervals. It becomes necessary to preserve the location privacy of the vehicle since global attackers can collect obtain these values and misuse them. In this paper, a more robust and scalable approach for privacy preservation based on t-closeness model is proposed. By experimental analysis, it is inferred that even when the number of vehicles in a lane increases, the information gained by the observer is less in t-closeness model when compared to the previous k-anonymity model.
Introduction
Traffic safety has become an important concern for the safety of human lives. The statistics shows that the number of road accidents that occur in India has crossed 1,35,000 mark [5] . The safety measures like air bags don't provide an exact solution. This safety can be obtained if all the vehicles that travel on the road can communicate with each other and with certain fixed units on the road side which forms the Vehicular Ad hoc Network.
Each vehicle in this network holds an On Board Unit (OBU) which consists of Global Positioning System (GPS), transceiver, antenna and sensors. This enables inter vehicle communication and the communication between the vehicle and the fixed Road Side Units (RSU's). The RSU can also communicate with the other RSU's and forms a backbone network. There is a trusted centralized entity called Certificate Authority (CA) which is responsible for the registration and renewal of the vehicles in the network.
Even though this network offers more safety and comfort to the public, there may be a situation where a malicious user may overhear the broadcast messages send between vehicles and misuse them by causing severe mishaps [12] . So security and privacy becomes a more important concern. Especially when the location of a vehicle is tracked by a malicious user, by continuous tracking he can correlate the location with the identity of the vehicle and therefore misuse even its identity. Hence location privacy becomes a more important concern [10] .
Earlier works carried out on privacy preservation is based on pseudonymization, aggregation, association and cryptographic methods [9] . In this paper, anonymization approaches are considered for location privacy. Section 2 describes the related works. Section 3 describes the system model. Section 4 describes the performance evaluation. Section 5 briefs the conclusion of the work and the future direction.
Related Work
Generation of pseudonyms is one of the most common solutions proposed for preserving the privacy. An Electronic License Plate (ELP) [3] that has anonymous key pair is introduced, which can be changed frequently according to the driving speed and can be loaded in a tamper proof device.
Certain solutions suggested were based on cryptographic methods like group signatures and blind signatures [1] . But such methods increase overheads in RSU and also the signature size. Raya et.al. [2] has suggested a security protocol based on anonymous key pairs. Large numbers of short lived pseudonyms are installed in the vehicle and randomly one of them is selected to sign the message. When a malicious activity is detected, the CA identifies the source of the message. The limitation with this approach is that, the CA has to do an exhaustive search in its database when a malicious activity is detected.
Yipin et.al. [4] have suggested a strong privacy preservation based on pseudonyms. The limitation with this approach is maintaining a large set of pseudonyms causes high overhead on a vehicle. The authors in [6] have suggested an user centric scheme accompanied with k-anonymity technique [7] and modeled with mixed zones to preserve the privacy of the user. Though this provides traffic safety, it is susceptible to Sybil attacks. In [10] [11], various methods are proposed to detect the intruders in the network. Though these methods detect false attacks, they are susceptible to Sybil attacks.
System Model
A. System Architecture Figure 1 shows the system architecture of the vehicular adhoc network. It includes the certificate authority (CA), certain Road Side Units (RSU's) and vehicles on the road. Initially, a vehicle has to register its real identity with the certificate authority which is a trusted entity responsible for the registration and renewal of the vehicles.
B. Model Used
The proposed scheme uses t-closeness model to preserve the location privacy. The EMD (Earth Mover's Distance) metric is based on the minimal amount of work which has to be done to transform one distribution to another by moving distribution mass between each other. This distance measure reflects semantic distance among values which is not available in the metrics mentioned above. T-closeness [8] can be used with any distance measure to measure the distance between the two distributions P and Q. limiting the difference between P and Q is the key to privacy.
WORK (P, Q, F) =
Where, dij is the ground distance between i in P and j in Q and fij is the flow of mass to transform i in P into j in Q using the minimal amount of work. 
Y. Bevish Jinila
Since the location attribute is categorical, hierarchical distance is used. The hierarchical distance for two values v1 and v2 is defined to be level (v1,v2) / H, where level (v1,v2) is the lowest common ancestor node of v1 and v2.
Performance Evaluation
Mobisim is used to generate the vehicular traffic. Freeway model is used for this vehicular traffic. Nodes are varied from 5 to 50. The NS2 simulator is used to analyze the performance in the network. Privacy can be measured based on the factor information gain. The information gain is the difference between the prior belief and the posterior belief. figure 3 , it is evident that the information gained by the observer using k-anonymity approach is quiet higher when compared to the information gained by the observer when using the t-closeness model. It is also more important to measure the percentage of false alarms in order to prove the effectiveness of the scheme used. It is also proved that, the number of false alarms generated while using k-anonymity approach is higher when compared to the number of false alarms generated while using t-closeness. It is evident from the graph that even when there is an increase in the number of vehicles in a lane, the percentage of false alarms remains constant in the case of t-closeness model when compared to the k-anonymity model. Also, the percentage of false alarms is less in the case of t-closeness when compared to the k-anonymity model.
Conclusion
It is evident from the analysis that even when there is an increase in the number of vehicles in a lane, the information gained by the observer using t-closeness model is less when compared to the information gained by the observer using k-anonymity model. Also, t-closeness model incurs less percentage of false alarms when compared to the k-anonymity model. As a future direction, this scheme can be tested for traffic in urban areas.
